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A software birthmark refers to the inherent characteristics of a program that can be used to identify the
program. In this paper, a method for detecting the theft of Java programs through a static software birth-
mark is proposed that is based on the control flow information. The control flow information shows the
structural characteristics and the possible behaviors during the execution of program. Flow paths (FP)
and behaviors in Java programs are formally described here, and a set of behaviors of FPs is used as a soft-
ware birthmark. The similarity is calculated by matching the pairs of similar behaviors from two birth-
marks. Experiments centered on the proposed birthmark with respect to precision and recall. The
performance was evaluated by analyzing the F-measure curves. The experimental results show that
the proposed birthmark is a more effective measure compared to earlier approaches for detecting copied
programs, even in cases where such programs are aggressively modified.

© 2009 Elsevier B.V. All rights reserved.

1. Introduction

Software is the intellectual property of its developers. It is pro-
tected by copyright law and regulations. Software piracy is the act
of making unauthorized copies of computer software or reusing
the source codes of programs without permission or observing
the software license. A recent study of piracy [7] reported that
the losses caused by software piracy are increasing every year;
lowering the rate of software piracy, according to this study, will
have a number of beneficial economic effects. In the case of open
source software, the piracy is a different issue. Many programs
are distributed with the source code, and subscribers are allowed
to modify or redistribute program code under certain types of soft-
ware licenses. For example, software developed using GNU General
Public License (GPL) software should follow the tenets of GPL by
opening the source code to the public. However, it has been re-
ported that many software developers and companies do not fol-
low the license policy [1]. If the license policy for individual
software is not obeyed, intellectual property rights for software
are weakened.

Software is a type of digital media that can be copied and dis-
tributed without obtaining the permission of the owner. In order
to reduce and cope with software theft, it is necessary to protect
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against illegal tampering and to identify the originality of soft-
ware. However, this is not easy, as stolen software can be distrib-
uted without the source codes. Moreover, binary executables are
not suitable for a direct comparison with other software. The
software may be obfuscated or modified to hide the fact of soft-
ware theft. Hence, in several lawsuits involving GPL violations,
including Sony’s PlayStation 2 ICO and Skype’s VoIP telephone,
the evidence has been shown of manual reverse engineering,
which is tedious and time-consuming. This environment brings
about a pervasive impulse to steal source code of programs.
Therefore, in order to deal with software theft, the development
of efficient technology that identifies the originality of software
is necessary.

A software birthmark is a technique that is used for identifying
the originality of software. The technology is often used to denote
the inherent characteristics extracted from programs themselves
so as to discriminate one from another. By comparing these char-
acteristics, it is possible to observe any similarity between the pro-
grams. A high level of similarity relative to an original program
implies that a program is a copy.

This paper presents a method for detecting the theft of Java pro-
grams by analyzing the control flow information. Given that the
control flow information shows the possible control flows when
a program is executed, this information represents the behavioral
characteristics of the program. It can be also used as a means of
identifying the originality of a program. The flow paths (FP) of pro-
gram are formally described, and the behaviors of the FP are used
as the discriminating characteristics of the program. The proposed
method can be used to detect the theft of modules or libraries by
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comparing the characteristics extracted from a certain part of an
original program with a suspicious program.

The proposed birthmark is evaluated with respect to two prop-
erties: credibility and resilience. The credibility property requires
the birthmark to differentiate different programs clearly, while
the resilience property requires that the birthmark is able to detect
the theft of a program even after the stolen programs are modified
by semantics-preserving transformations. Experiments are con-
ducted regarding the proposed birthmark with respect to precision
and recall and the performance is evaluated by analyzing the F-
measure curves. Additionally, the methods are compared with
three previous approaches, the birthmark of Tamada et al.
[43,44], the k-gram based birthmark [29,32], and the stack pattern
based birthmark [23]. The experimental results show that the pro-
posed method detects copied programs more effectively, even in
cases in which the programs are aggressively modified.

This paper is organized as follows. Section 2 reviews existing
approaches to software theft detection. Section 3 describes the
motivation and key idea of the proposed approach. Section 4 gives
the formal definition of a software birthmark and proposes a static
Java birthmark based on control flow information. Section 5 pre-
sents experimental data and evaluates the proposed birthmark.
Section 6 discusses several additional issues regarding the pro-
posed method. Finally, Section 7 concludes the paper.

2. Related work

There have been a lot of researches on detecting or preventing
software thefts. If source codes of programs are available, textual
based plagiarism detection methods can be applied to detect sus-
pected copies. These methods try to find the plagiarized programs
by comparing structures in source codes of the programs, such as
text itself, program syntax, or program styles. JPlag [35,36] and
YAP3 [48] compared token sequences parsed from the source
codes of programs by using greedy string tiling algorithm [47].
Sim [21] compared strings extracted from the parse trees of pro-
grams by using a string alignment algorithm. Moss [10] compared
the fingerprints of programs that were constructed through win-
nowing algorithm [40]. Burrows et al. [12] presented an efficient
plagiarism detection strategy by separating a feasible set of copied
programs from large code repositories using inverted indexes of
programs. Because most commercial programs are distributed only
in the form of binary executables, these approaches are limited to
environments where the source codes are available.

Software watermarks are techniques used to find stolen pro-
grams by recognizing previously embedded identifiers. Static
watermarks make use of software’s features that are available at
static time to embed such identifiers. Because static watermarks
are stored in the software itself, the recognition of watermarks
does not require executing the software. The static watermarks
can be encoded in several ways, such as basic block reordering
[19] or register reallocation [37,27], and inserted through opaque
predicates [8,26,30]. Dynamic watermarks are stored in execution
states of programs, rather than in the program codes themselves,
so the recognition of watermarks needs to execute the programs.
The dynamic watermarks are embedded in such a way that the
identifiers can be extracted while programs are running with pre-
defined input sequences. There have been several approaches for
dynamic watermarking, such as Easter egg watermark [13,14], data
structure watermark [13], execution trace watermark [16,17], and
branch-based watermark [31]. Software watermarking methods
can be applied only to programs that have been watermarked be-
fore releasing.

For general approaches for detecting software thefts from binary
programs, there have been several researches on software birth-

marks. Tamada et al. [43,44] considered four structural characteris-
tics of Java programs to identify the originality of the programs: the
constant values in field variables (CVFV), the sequence of method
calls (SMC), the inheritance structure (IS), and the used classes
(UC). These birthmarks depend on comparisons of the names of
classes or methods, so the approach is susceptible to modification
of such information. Myles and Collberg [29,32] used the sequences
of k contiguous opcodes in programs as the discriminating charac-
teristics. Lim et al. [23] used the sequences of contiguous opcodes
which were partitioned on the basis of their operand stack depth.
Because the two approaches only consider the physical orders of
instructions, they are susceptible to program modifications that
change control flows of programs. Park et al. presented methods
for detecting software thefts by comparing the full traces of instruc-
tions [34] or API calls [33] of programs. These approaches can be ap-
plied only to small programs, because the number of traces may
exponentially increase according to the program structures.
Tamada et al. [45] and Schuler et al. [41,42] used the run-time
behaviors of API calls during execution stages of programs as the
characteristics for identifying the programs. The whole program
path birthmark by Myles and Collberg [28,32] extracted the charac-
teristics of programs through graph representations that were com-
pressed from dynamic traces of the programs.

3. Motivation

Dynamic and static approaches exist for software birthmarks.
Dynamic approaches abstract the characteristics of a program by
recording the actual behaviors during the execution of the program
for a given input. These approaches are highly dependent on the gi-
ven input and the run-time environments. Moreover, dynamic ap-
proaches cannot feasibly cover all possible program paths; they
can only extract the characteristics from the run-time slice of a
program. In particular, when certain suspect modules of a program
are believed to have been stolen from an original program, it is dif-
ficult to maintain the characteristics of the relevant part of the pro-
gram. On the other hand, static approaches use the static
information of a program and do not require the execution of the
program to extract its identifying characteristics. Because static ap-
proaches mainly focus on static information that is obtained from
program codes, they can readily investigate suspicious parts of a
program or cover all components of a program. However, these
methods tend to overlook program’s features appearing from oper-
ational behaviors of a program, which can be a more reasonable
measure for examining the originality of software. As a solution
that supplements the shortcoming of the static approaches, the
control flow information of programs is considered. From the con-
trol flow information of programs, the possible execution paths of
the programs can be collected at static time.

Many program analysis techniques rely on control flow informa-
tion that is derived from a control flow graph (CFG) [46]. In the Java
language [22], source codes are compiled into a portable binary for-
mat which is known as Java bytecodes. These bytecodes are ma-
chine codes that can run directly on the Java Virtual Machine [25].
As the design of Java bytecodes focuses on portability issues, which
requires a considerable number of high-level features, Java byte-
codes inherit most of their structures from the source programs,
including the control flows, class inheritance structures, and vari-
able usage patterns. Hence, the control flow graphs generated from
the bytecodes can be used with several analysis techniques that are
useful for understanding Java programs. Additionally, the informa-
tion can be used as features for identification among Java programs.

Fig. 1a shows the CFG and the basic blocks of Java bytecodes for a
bubble sort program implemented in Java language. In the example,
the control structure in the source program is mostly preserved in
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B1 iconst-1
istore_3
iload-3

0
1
2:
3: iload-1
4
7

B2

if_icmpge 65

B3 : iconst.0

8: istore 4
B4 10: iload 4

12: iload-1

13: iconst_1

14: isub

156: if_icmpge 59
B5 18: aload.0

19: iload 4

21: iaload

22: aload-0

23: 1iload 4

25: icomnst_1

26: iadd

27: iaload

28: if_icmple 53

(a) The CFG of Java bytecodes for a bubble sort program.

B6 31: aload 0
32: iload 4
34: iaload
35: istore. 2
36: aload 0
37: iload 4
39: aload- 0
40: iload 4
42: iconst_1
43: iadd
44: ijaload
45: ijastore
46: aload 0O
47: iload 4
49: icomst_1
50: iadd
51: iload-2
52: iastore
B7 53: iinc 4, 1
56: goto 10
B8 59: iinc 3, 1
62: goto 2
B9 65: return

(b) Obfuscated by Smokescreen.

Fig. 1. The CFG and the basic blocks of a bubble sort program and its obfuscated CFG.

the CFG of the Java bytecodes even after the source code is compiled
to Java bytecodes. Fig. 1b shows the CFG of the program trans-
formed by the process of the Smokescreen obfuscator [5]. The
obfuscated CFG appears to differ somewhat from the original CFG.
However, careful inspection reveals that the core control flows in
the original CFG remain intact (as shown in the dotted box).
Although some control flow obfuscation modifies the CFG of a pro-
gram, the sequence of control flows are likely to remain as the
semantics of the program must be preserved. Particularly, the se-
quence of control flows forms execution paths of the program.

Execution paths of a program show feasible sequences of
instructions while the program executes. These sequences of
instructions can be abstracted from the control flow information
of a program and specifically indicate how operations are per-
formed to complete some arranged task. So, the degree of analogy
between execution paths of programs can be a viable evidence to
determine whether one program is copied from another. In this pa-
per, a method for detecting a theft of Java programs is presented by
comparing abridged execution paths analyzed from the control
flow information.

4. Software birthmark based on control flow information
4.1. Software birthmark

Software birthmark refers to a method for detecting cases of
software theft through comparisons of the inherent characteristics
of programs. For criteria that are more definitive in the determina-
tion of software theft, the copy relation of programs is extended
from [44] as follows:

Definition 1 (Copy Relation). For programs P and Q, the two
programs are considered to be in copy relation if one of the
following conditions are satisfied:

e Program Q is exactly duplicated from program P.

e Program Q is obtained from P by renaming identifiers.

e Program Q is obtained from P by applying semantics-preserving
transformations of optimization, obfuscation, or recompilation.

e Program Q is obtained from P by capturing one or more modules
in P.

e Program Q is obtained from P by iteratively applying the above
modifications.

Copy relation represents a relationship in which one program
originates from another. For a more concrete formulation, a soft-
ware birthmarking system [32] that detects programs in copy rela-
tion is defined by two functions: extract() and compare(). For a
given program P, the function extract(P) generates a set of charac-
teristics (a birthmark) that differs from another program. Corre-
spondingly, for given birthmarks bmp, and bmg, the function
compare(bmp,bmg) calculates the similarity between the birth-
marks. The similarity value ranges between 0 and 1 in proportion
to the degree of similarity, and an analysis of the similarity be-
tween the two birthmarks can determine if the two programs are
in copy relation. For example, two programs are suspected to be
in copy relation if the similarity is higher than 1 — ¢, for a given
threshold value of €. For this purpose, the software birthmarking
system must satisfy the following two properties [32]:

Property 1 (Credibility). Let P and Q be independently written
programs. The software birthmarking system is then evaluated as
credible if the system can discriminate the two programs; that is,
similarity(bmp,bmg) <1 — €.

Property 2 (Resilience). Let program Q be in copy relation with pro-
gram P. The software birthmarking system is then evaluated as resil-
ient if the system can discern that the two programs are in copy
relation; that is, similarity(bmp,bmg) > 1 — €.

The credibility property is a criterion that excludes the possibil-
ity of false positives. In other words, although two programs may
have functionalities that are identical, the programs will have dif-
ferent birthmarks if they are developed independently. The resil-
ience property specifies that the birthmarking system detects
programs in copy relation even when the programs have been
modified. This implies that the system should reduce the possibil-
ity of false negatives by as much as possible.

4.2. Flow path

A control flow graph [46,49] is a graph representing a program
structure in which nodes and edges describe the basic blocks and
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the possible control flows, respectively. A basic block contains a se-
quence of instructions with a single entry point and a single exit
point. When control enters into a basic block, the control can begin
only at the entry point of the basic block and leave the basic block
only at its exit point. For basic blocks v; and v, if an edge exists
from v»; to v, this indicates that an execution may occur in which
v, is executed after v;.

In order to perform control flow analysis of Java bytecodes, it is
necessary to extend existing control flow analysis techniques to
adapt Java bytecodes. The procedure for constructing a CFG for a
Java program is as follows:

(1) Initially, basic blocks are determined by finding the set of
headers that can be the entry point of each basic block.
The headers apply in following instructions:

e the first instruction of a method,

o the targets of branch instructions, or

e the immediate following instructions of conditional
branches.

(2) After all basic blocks are determined, the CFG is constructed
by adding edges between basic blocks, where control flows
exist. The Java Virtual Machine provides jump to subroutine
(jsr, jsr_w) and return (ret) instructions, which also con-
struct edges in the CFG. After pairing each jsr or jsr_w with
its corresponding ret, control flow edges are added from the
basic blocks containing jsr or jsr_w to their jump target
basic blocks. Their return edges are then added from the
basic blocks containing their corresponding ret instructions
to the next basic blocks of the jsr or jsr_w instructions.

(3) In Java, exceptions change the control flow of program. For
example, if an exception occurs, the control flow jumps to
the handler routine of the exception. In addition, obfuscators
may change branch constructs using exception handling rou-
tines. In order to manage this situation, the exception edges
are added to the CFG of Java program. The exception table
maintains the ranges of instructions managed by exception
handlers and maintains the addresses of their exception han-
dler routines. From this information, the exception edges are
added from the basic blocks in the ranges of the exceptions to
the target addresses for their handler routines.

From the CFG of a program, it is possible to determine the flow
paths (FP) of the program. These are the sequences of basic blocks
that are possible traces during program execution. The FPs are ab-
stract information that represents the behavioral characteristics of
the program. A FP is defined as follows.

Definition 2 (k-Flow Path). Let G = (V,E) be the control flow graph
of a program. V = {vy, vy,..., vn} is the set of basic blocks, and
E = {(v;, vj)|v; is directly reachable from v;} is the set of edges in G.
Then a k-flow path (k-FP) is defined as follows.

(1) If k = 1, each node of the CFG G is the 1-FP. Hence, a set of 1-
FP, FP;, is as follows:

FP1(G) = {(v1), (v2),.., (vn)}- M

(2) If k>1, for a (v,v;,...,0,) € FPy1(G), and some
veNg(vy ), (Ui, Viy,..., 0 ,, V) is a k-FP, where N¢(v;,_,)
denotes the set of vertices that are directly reachable from
the vertex v;_, through non-exception edges. The set of k-
FP, FPy, is then as follows:

FPy(G) = {(vi,, vy, ..., Ui, YW1, Uiy U5 )
€ FP,1(G) and wve Ng(vi_,)} (2)
The FPs of a CFG are abstract information constructed from the

CFG of a program. In Eq. (1), each basic block constitutes 1-FP of a
CFG. The 1-FPs do not include the information of the control flow

edges; they only contain the information of each node. In Eq. (2),
k-FP is defined by induction in such a way that the k-FPs are con-
structed from (k — 1)-FPs by appending basic blocks reachable
from the end of the (k — 1)-FPs. Because throwing exceptions is
not in a normal program condition, exception edges are excluded
from generated FPs. Since the k-FPs are constructed from the CFG
of a program, they represent the possible sequences of basic blocks
when the program is executed. The procedure for calculating the k-
FPs from a CFG is described in Algorithm 1.

Algorithm 1. Calculating k-FP from control flow graph.

INPUT Control flow graph G = (V,E) and k (the length of FP)
OUTPUT FPy
for all node v € V do

Insert (v) to FP;;

end for
fori=2to kdo
for all (v4,...,v; 1) € FP; ; do
for all v € N¢(v; 1) do
Insert (v4,..., vi1, ) to FP;;
end for
end for
end for

The CFG of a program shows the behavioral and structural char-
acteristics of the program, such as branches, loops, and sequences.
Hence, the CFG is an effective structure for characterizing individ-
ual programs. However, the CFG assumes the form of a graph,
which is difficult to manipulate or compare. For this reason, a sim-
ple representation of the CFG is necessary to abstract behavioral
characteristics. The set of FPs in a CFG is an abridged representa-
tion of the CFG. Additionally, for an arbitrary CFG, there exists only
one set of FPs. Therefore, this set can be used as characteristics in
the identification of program. From the definition of k-FP, the
behavior of k-FP is defined as follows.

Definition 3 (Behavior of k-FP). Let G = (V,E) be the CFG of a
program and bc(v) be the sequence of bytecodes in the basic block
v € V. The behavior of a k-FP, denoted by behavior(k — FP), is then
defined as follows:

(1) If k=1, let (v) be a 1-FP of the CFG G, i.e., v € V. Then bc(v)
is the behavior of ().

(2) If k> 1, let (v1,..., vx_1, V) be a k-FP of the CFG G.
Then concat(behavior({v1,..., vx_1)),bc(vy)) is the behavior
of the k-FP (v1,..., vx_1, )), where concat(x,y) denotes the
concatenation of two sequences x and y.

The behavior of FP is the specific sequence of bytecodes exe-
cuted by the FP. Therefore, the behavior is organized by the byte-
codes stored in the basic blocks constructing the FP.

For example, let Fig. 1a be the CFG G of a program P. The sets of
k-FP, denoted by FP,(G), then take the following form:

FP1(G) = {{B1), (B2), (B3), (B4), (B5), (B6), (B7), (B3), (B9)},
FP,(G) = {(B1,B2), (B2, B3), (B3, B4), (B4, B5), (B5, B6),

(B6,B7), (B5,B7), (B7,B4), (B4, BS), (BS,B2), (B2, B9)},
FP5(G) = {(B1,B2,B3), (B1,B2,B9), (B2, B3, B4), (B3, B4, B5),

(B3, B4, BS), (B4, B5, B6), (B4, B5, B7), (B5, B6, B7),

(B6,B7,B4), (B5,B7,B4), (B7,B4,B5), (B7, B4, BS),

(B4, B8, B2), (BS,B2,B3), (BS, B2, B9)},

The behaviors of FPs are then constructed by concatenating the
specific sequences of bytecodes contained in the corresponding ba-
sic blocks.
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4.3. The proposed birthmark

In order to detect software theft via a software birthmark, it is
important to measure the similarity between two birthmarks. For
a complete birthmarking system, it is necessary to provide a func-
tion for extracting the birthmarks from programs and a measure
for calculating the similarity between the birthmarks.

Definition 4 (Flow Path Birthmark). For a Java program P, let
Mjy, ..., My be the methods in P. Let G; be the CFG of the method
M;. The k-FP birthmark of the method M;,bm(P), is defined as
follows:

bmi,(P) = {behavior(a)|a € FP(G;)}. 3)

The k-FP-based birthmark of the program P,bmy(P), is then defined
as follows:

bmy (P) = | Jbim(P). 4
i=1

The flow path (FP) birthmark of a method consists of the behav-
iors of FPs generated from the method, and the birthmark of a pro-
gram is the union of FP birthmarks of all methods in the program.

The behaviors in a Java program represent the sequence of byte-
codes that is executed along FPs of the program. For two programs,
a state of similar CFGs implies the strong possibility that one pro-
gram has been copied from the other. Because the behaviors orig-
inate from the CFG of the program, similar behaviors in two
programs indicate that the two CFGs are also similar, which is
strong evidence that the two programs are in copy relation.

4.4. Matching two behaviors

The FP birthmark of a program consists of the behaviors of FPs
in the CFG of the program. In other words, the birthmark is repre-
sented by a set of behaviors of the FPs, and the behaviors are the
elements of the birthmark. Hence, it is necessary to examine all
behaviors to ascertain the similarity between two programs. A
behavior refers to the possible sequence of bytecodes that can be
executed during program execution. Thus, if behaviors are similar
between programs, it can be inferred that two behaviors perform
similar tasks in the programs.

The first step when calculating the similarity between two
birthmarks is to determine the matching point among the behav-
iors in each birthmark. This measure represents the similarity be-
tween two behaviors. In order to compare the behaviors, the semi-
global alignment algorithm [11] was applied. This algorithm is often
used in DNA sequence alignment problems. In order to align two
sequences, the necessary operations are as follows:

e matches to align pairs of matched elements,

e mismatches to align pairs of mismatched elements in both
sequences, and

e gaps to skip one mismatched elements in one of the two
sequences.

The procedure for aligning behaviors is accomplished by dy-
namic programming. Let a = (x1,...,X,) be a behavior in the origi-
nal program and b= (y,,...,¥,) be a behavior in a suspicious
program. Beginning at the top left cell, the matching point up to
position (i, ), c[i,j], is calculated as follows:

0 ifi=0,
—(i x gap) ifi>0 and j=0,
if] = C[l‘*‘l,]’f”‘i’.W(X,‘) ifi,j>0 and x =y, 5)
ci-1,j-1-o0
max< c[i—1,j] —gap ifi,j>0 and x #y;,
cli,j—1]—gap

where w(x;) denotes the matching weight of the bytecode x;, o
denotes the mismatching penalty for one mismatched pair of ele-
ments in both sequences, and gap denotes the penalty for skipping
a mismatched element in one of the sequences.

After calculating the matching point for each cell in dynamic
programming, the resulting value of the semi-global alignment is
obtained by finding the maximum value among the values in the
bottom row, as follows:

Semi-Global(a, b) = max(c[m,j]). (6)
J

By penalizing for mismatches and gaps, this method can discrimi-
nate different behaviors with high sensitivity. In addition, it is more
appropriate for comparing the original behaviors with modified
behaviors that may be augmented by some additional elements, be-

Q
YN > % 3
RS O R A 20 S
SRS S & P x>
N SN oy () B "2 %7
v Y > ' > Y 0% ' 0% %

behavior a behavior b

Bytecode w | Bytecode w

iconst 0 1 aload_ 0 1
0

istore 3 iload 3
iconst. 0 | —1

iload 3 iaload 6
istore | —2

iload._1 2 | istore2 3
iload | —3

iconst.1 1 iload_1 2
iload. 1 | —4

isub 4 | iconst.1 1
iconst_1 | —5

if icmpge 3 isub 4
isub | —6

istore3 2
if_icmpge | —7

iload-3 3 i
if_icmpge 3

(a) Sample behaviors and the matching
weights of their bytecodes.

(b) Semi-global alignment: calculating the matching point between two behaviors.

Fig. 2. Sample behaviors and semi-global alignment algorithm.
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cause this method does not consider the penalties caused by the
heading and tailing mismatches of one sequence.

The matching point depends on the matching weights of
matched bytecodes. The matching point should be determined
not by how many bytecodes are matched but by how much similar
operations are performed by the behaviors. For example, it is more
desirable to assign lower matching weights to general instructions
used in several places, such as aload_0, 1dc, and return, and
higher matching weights to instructions that represent specific
operations, such as iadd, isub, and if_icmpge. So, the matching
weight is designed with respect to the specificity of bytecodes
using a weighting scheme, the inverse document frequency [38].

Let C be the total number of class files observed, and num(opc)
be the number of class files in which the opcode opc appears
among the class files. The inverse document frequency of opcode
opec is then calculated as follows:

C

(7)
The matching weights of individual bytecodes are then calculated
by normalizing their inverse document frequencies between 1
and 10. So, the matching weight of each bytecode ranges between
1 and 10 with respect to the specificity of each bytecode.

Fig. 2a shows an example of the two behaviors a and b. This ta-
ble shows sequences of bytecodes and the matching weights of the
bytecodes. Fig. 2b shows the procedure for aligning two behaviors
using semi-global alignment. The penalty values are applied with
o =2 and gap = 1. The traces in the grid provide a method of com-
puting the resulting value for aligning two behaviors by placing the
matching point up to the position in each cell. Firstly, the first row
and the first column are initialized with zeros and —(i x gap),
respectively. Secondly, the matching point for each cell is calcu-
lated by applying the matching condition, such as match, mis-
match, and gap, between each pair of instructions of two
behaviors. For example, the pair of instructions is matched with
iload_1 in the cell labeled (a). So, the point of the cell is calculated
by adding the weight of w(iload 1) =2 to the upper-left cell.
Similarly, consider the cell labeled (b). The pair of instructions is
mismatched with iconst_1 and iload_1. The point of the cell is
obtained by the maximum of gap-penalized value (from the left
cell or the upper cell) and the mismatch-penalized value (from
the upper-left cell). So, the value for the cell is obtained from the
left cell by subtracting gap penalty 1. After calculating all cells of
the alignment, the maximum point among the values in the bot-
tom row is the resulting value for aligning two behaviors a and
b. From the calculation, the value for aligning two behaviors is 7.

Definition 5. (Matching Point of Two Behaviors). Let a and b be
behaviors in two birthmarks bm(P) and bm(Q), respectively. Let
Semi-Global(a,b) be the resulting value of semi-global alignment
between behaviors a and b. The matching point of two behaviors a
and b, denoted by mp(a, b), is then defined as follows:

mp(a, b) = max(Semi-Global(a, b),0). (8)

After finishing the semi-global alignment between two se-
quences, the resulting value may be negative if the sequences are
highly dissimilar. In order to normalize the overall similarity be-
tween 0 and 1, the minimum matching points of behaviors are con-
fined to 0.

4.5. Comparing birthmarks

Given that a behavior is the basic element of the FP birthmark, it
is necessary to consider relationships between every pair of behav-
iors in two birthmarks. A relationship refers to the degree of sim-
ilarity between two behaviors; therefore, it can be represented

by the matching point of two behaviors. Suppose birthmarks
bm(P) and bm(Q) have n and m behaviors, respectively. Then,
n x m matching points should be considered between behaviors
in the birthmarks. From all of the pairs of behaviors, it is possible
to organize n x m matching matrix that is composed of the match-
ing points. For example, if bm(P)={a;,as,...,a,} and
bm(Q) = {b1,b,,...,bn} are birthmarks of two programs P and Q,

the matching matrix of bm(P) and bm(Q), denoted by
Matrix(bm(P), bm(Q)), is then organized as follows:
mp(ay,by) mp(ay,by) ... mp(ay,bm)
) mp(az,by) mp(aa,by) ... mp(a,bm)
Matrix(bm(P),bm(Q)) =
mp(an,b1) mp(an,bs) ... mp(an,bn)

From the matching matrix, the overall similarity can be calculated
by finding similar pairs of behaviors from each birthmark. This is
solved by searching for matched pairs in a manner that maximizes
the sum of the matching points. This problem is reduced to a max-
imum weighted bipartite matching problem [18]. In other words,
behaviors and matching points across behaviors correspond to the
nodes of a bipartite graph and weight edges, respectively. A greedy
algorithm can find the set of pairs in O(n®) by selecting pairs of
behaviors in descending order of the matching point. These results
give min(n,m) pairs of matched behaviors, and this set of pairs is
termed the matching set between two birthmarks. Intuitively, the
matching set represents the set of pairs of the most similar behav-
iors among all behaviors in two birthmarks.

Definition 6. (Matching Point of Birthmarks). Let bm(P) and bm(Q)
be the birthmarks of two programs P and Q, respectively. The
matching point of birthmarks bm(P) and bm(Q), denoted by
2(bm(P),bm(Q)), is then defined as follows:

2(bm(P),bm(Q)) = > mp(a, b), ©)
(a,b)eM(bm(P),bm(Q))

where M(bm(P),bm(Q)) denotes the matching set of bm(P) and

bm(Q).

The matching point between two birthmarks is calculated by
accumulating all the matching points of the pairs in the matching
set between the birthmarks. If the matching point between two
birthmarks is higher than in other pairs, the two programs likely
share many sequences of bytecodes in common. This implies that
the two programs are likely to be in copy relation, because com-
mon sequences of bytecodes are typically used in such cases. From
the matching point of birthmarks, the similarity of birthmarks is de-
fined as follows:

Definition 7 (Similarity of Birthmarks). Let P and Q be programs,
and bm(P) and bm(Q) be birthmarks of P and Q, respectively. The
similarity of birthmarks bm(P) and bm(Q) is then defined as
follows:

Z(bm(P),bm(Q))
min (Zbebm(l’)w(b)7 Ebebm(Q)W(b))

Similarity(bm(P),bm(Q)) =

)

(10)

where w(b) denotes the sum of the weights of the behavior b;
explicitly, for a behavior b= (x1,xa,...,x,),w(b) =, ,W(x) =
W(X1) + W(X2) + - + W(Xy).

The similarity between two birthmarks is calculated based on
the sum of the matching points of all the matched pairs. In Eq.
(10), the similarity is normalized by dividing the sum by the mini-
mum of sum of the weights of behaviors. Because software theft
may augment bogus instructions or control flows, the minimum
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Fig. 3. The procedure for the FP-based birthmarking system.

of the two weight sums are applied so that the similarity can reflect
the containment relationship between the programs. If two birth-
marks are fully matched, the matching point between two birth-
marks becomes equal to the denominator. Hence, the resulting
similarity ranges between 0 and 1 in proportion to the degree of
similarity. This measure represents the ratio of birthmarks of origi-
nal program that are contained in that of the target program. If an
author believes that his modules were stolen, it is a simple matter
to compare the birthmarks of suspicious modules with the modules
of the corresponding programs to confirm the theft.

For example, let bm(P)={a,a;,a3,as} and bm(Q)=
{b1,b,,bs,bs} be birthmarks of programs P and Q, respectively.
Let the weight sums of behaviors in two birthmarks be
Paebmpw(@) = 100 and 37, . qyw(b) = 120, respectively. Let

by by by by
a; |16 5 0 6
aa| 3 0 15 6
as| 2 10 O 3
aa| 0 2 3 9

be the matching matrix of bm(P) and bm(Q). From the search algo-
rithm for matching behaviors, the matching set is denoted in this
case as the boldface points; that is, M(bm(P),bm(Q)) = {(ai,by),
(az,b3),(as,by), (as,bs)}. Finally, the similarity between the birth-
marks is calculated as follows:
_16+15+10+9
~ min(100, 120)

Hence, the similarity between the programs is 50%.

Similarity(bm(P), bm(Q)) =0.50.

5. Experimental results
5.1. Preliminaries

In this section, the proposed birthmark is evaluated with re-
spect to two properties required for birthmark: credibility and

resilience. Fig. 3 shows a brief procedure for birthmarking two Java
programs and calculating the similarity between the birthmarks. In

Table 1
The specifications of benchmark programs.

the Java program packages, the FP birthmarks are extracted from
original and suspicious methods or classes. Subsequently, compar-
ing the behaviors leads to the matching matrix, and the similarity
is calculated by matching similar behaviors from the matrix. The
proposed birthmark was implemented in C language on MS Win-
dows XP and then evaluated on a PC system with an Intel Pentium
4 (2.4 GHz) processor with 2 GB RAM.

The two Java program packages shown in Table 1 were used as
benchmark programs. Each class file in the packages is regarded as
an independent program. The class files are compared with each
other to evaluate the detection capability of software birthmarks.
The class files in the packages were chosen with respect to follow-
ing criteria:

Size of the class files: Small programs may not be a target for
software theft. In addition, although birthmarks may be similar,
it is likely to be considered controversial to conclude that two
programs are in copy relation, because small programs may
be commonplaces. Therefore, to evaluate birthmarks properly,
the class files that contain at least 100 bytecodes were chosen.
Contents of the class files: In a Java program package, the class
files use many variables, and some class files are invoked only to
initialize the variables before the genuine operation. This kind of
class files consist of just one basic block containing a sequence of
method invocations and variable initializations without contain-
ing control structures, such as loops, conditional, and uncondi-
tional branches. Because these class files are often used not for
genuine operations, but for only initializations in most program
packages, they are excluded from the evaluation.

As shown in Table 1, 177 and 86 class files were chosen out of
407 and 383, respectively. The average numbers of bytecodes for
the evaluated class files in Ant and BCEL were 433.4 and 613.8,
and the numbers fall between 101 and 7077. The control flow
graphs consist of 87-92 edges and 66-90 nodes on average, rang-
ing from 2 to 1271 and 9 to 906, respectively.

5.2. Birthmark evaluation
For the evaluation of a software birthmark, there are two prop-

erties that should be satisfied: credibility and resilience. In previ-
ous works [23,24,28,29,32,41-45], evaluations were performed in

Program Size (bytes) # of class files Evaluated class files and the CFG

Total Evaluated # bytecodes # edges # nodes
Ant 1.5.4 736,810 407 177 433.4 (101-4162) 87.7 (3-762) 66.9 (9-592)
BCEL 5.2 533,339 383 86 613.8 (101-7077) 92.2 (2-1271) 90.8 (11-906)
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independent environments in the evaluation of each property. For
example, to evaluate the credibility, many of these studies com-
pared different programs with each other, and measured how
low the ranges of the similarity levels were. To evaluate the resil-
ience, they compared the original programs with the modified ver-
sions and measured how high the ranges of the similarity levels
were. These types of evaluation methods have a number of issues
that should be considered.

e Previous evaluation methods only considered the average sim-
ilarity between different programs or identical programs in
separate environments. Thus, these methods did not consider
false positives and false negatives, although these may exist
in the evaluation of credibility and resilience, respectively. In
real-world environments, however, the two properties should
be satisfied simultaneously; hence, evaluation must be per-
formed so that false positives and false negatives are taken into
account.

e If birthmarking methods are different, the scales of similarity
levels may also have different ranges. Therefore, it is unfair to
evaluate the performance of birthmarks through a direct com-
parison of the average similarities of programs. In order to coun-
terbalance the different scales of the similarity levels, it is
necessary to normalize the scales according to individual
birthmarks.

Precision and recall [9,20,39] are widely used measures for eval-
uating the quality of results in a binary decision problem, such as
information retrieval and statistical classification. Precision is a
measure used to evaluate the soundness of the results; it indicates
the ratio of pairs of programs that are correctly detected to be in
copy relation among all pairs of programs that are detected by
the birthmark. Higher precision denotes that the pairs of programs
detected by the birthmark are more likely to be in copy relations.
Higher precision also shows the credibility of the birthmark. To in-
crease precision, a software birthmark must reduce the occurrence
of false positives. Recall refers to the ratio of pairs of programs that
are detected by a software birthmark among pairs of programs that
are actually in copy relation. Higher recall denotes that the pairs of
programs in copy relation are more likely to be detected by the
birthmark and correspondingly shows the resilience of the soft-
ware birthmark. In order to increase the level of recall, a software
birthmark must reduce the occurrence of false negatives, leading to
high resilience. The two measures are calculated as follows:

TP |{Pairs in copy relation} N {Detected pairs}|

Precision = TP+ FP |{Detected pairs}| ’
(11)
Recall — P |{Pairs in copy rglation} n {Dgtected pairs}| ‘
TP +FN |{Pairs in copy relation}|
(12)

Here, TP, FP, and FN denote the number of true positives, false posi-
tives, and false negatives, respectively. To evaluate the credibility
and resilience of a software birthmark simultaneously, the harmonic
mean of precision and recall, F-measure, is considered as follows:

Precision x Recall

F=2x Precision + Recall

(13)
The F-measure is located between 0 and 1 in proportion to the de-
gree of precision and recall; the value remains high only in cases
where both of the precision and the recall are high relative to each
other.

As mentioned earlier, a birthmarking system detects pairs in
copy relation on the basis of the threshold value €. As the threshold
value € moves from 0 to 1, F-measure values draw a curve that rep-

resents the effectiveness of the birthmark. The area under the F-
measure curve (AUC) is used as a metric to define how a software
birthmark performs over the entire space of threshold €. Intui-
tively, a higher AUC implies that the software birthmark can sepa-
rate two groups: the pairs of programs in copy relation (T group)
and the pairs of different programs (F group), by a wider margin,
further implying that the birthmark can distinguish the pairs in
copy relation with a higher degree of accuracy.

5.3. Comparing FP birthmark with different k values

The FP birthmark is based on k consecutive basic blocks reach-
able through control flow edges. As the value of k increases, the
capability of the birthmark can differ. Therefore, for practical appli-
cation, it is important to determine a feasible value of k that leads
to higher credibility and resilience. In order to measure the prop-
erty of the birthmark with respect to the value of k, birthmarks
with k value ranging from 1 to 5 were evaluated. The penalty val-
ues were applied with o =2 and gap = 1. BCEL was used as a
benchmark program, and four transformation methods were ap-
plied to modify the original program. Jikes [4] is a Java compiler
that compiles Java source codes into Java class files. Jarg [2] is a
Java bytecode optimizer that optimizes Java programs by renaming
or eliminating the unnecessary parts of the programs. Smoke-
screen [5] and ZKM [3] are Java program obfuscators that trans-
form original Java programs into equivalent programs that are
more difficult to decompile or analyze. Smokescreen and ZKM per-
form several transformations, including control flow obfuscation,
renaming, and string encryption.

Initially, the source codes of BCEL package were recompiled
with the Jikes compiler. Alternatively, an original BCEL package
was transformed with using Jarg, Smokescreen, or ZKM with the
strongest respective level of modification. The birthmarks of the
class files in the original package and their transformed versions
were then extracted. Using the previously described criteria, 86
class files in the original package and their transformed versions
were considered as independent programs representing original
programs and their copied programs, respectively. Subsequently,
the birthmarks between all pairs of the original programs and
the modified versions were compared. Thus, 7396 comparisons
were done for each transformation of class files between the origi-
nal and the modified version, and 86 pairs out of all comparisons
involved the pairs of identical class files (the T group).

Tables 2 and 3 show the results of the comparison of FP birth-
marks with k values between 1 and 5. The experiments were per-
formed on BCEL using the four different transformation methods of
Jikes, Jarg, Smokescreen, and ZKM. Table 2 shows the information
on FPs which were extracted from the original class files when
k=1, 2, 3,4, and 5. The T group and the F group denote the pairs
of identical and different class files, respectively. The numbers of
FPs show the average numbers of extracted FPs and the ranges
according to k. From the results, as the value of k increases, the
average number of FPs and the lengths also increase. However, in
some class files, the k-FP birthmark is no more extracted if their
CFGs have no additional sequence of basic blocks longer than k. Ta-

Table 2
Information on FPs extracted from original BCEL with respect to k values.

# of comparisons # of flow paths

Total Tgroup Fgroup Total Avg. (range) Bytecodes/FP
k=1 7396 86 7310 7809  90.8 (11-906) 6.7 (1-456)
k=2 7396 86 7310 7934  92.2 (2-1271) 14.2 (2-336)
k=3 7396 86 7310 9044  105.1 (0-1427) 20.9 (3-352)
k=4 7396 86 7310 10689  124.2 (0-1604) 27.2 (5-358)
k=5 7396 86 7310 13493  156.8 (0-1908)  33.4 (7-359)
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Table 3
Comparison of the time overheads and the F-measure analysis with different k values.

Jikes Jarg Smokescreen ZKM

Time (s) AUC Time (s) AUC Time (s) AUC Time (s) AUC
k=1 0.24 (0.0-22.9) 0.66 0.24 (0.0-22.7) 0.67 0.29 (0.0-27.5) 0.63 0.29 (0.0-24.3) 0.66
k=2 0.27 (0.0-45.7) 0.69 0.27 (0.0-47.0) 0.69 0.32 (0.0-47.0) 0.65 0.36 (0.0-49.6) 0.63
k=3 0.39 (0.0-65.2) 0.69 0.38 (0.0-67.3) 0.72 0.47 (0.0-69.8) 0.67 0.57 (0.0-73.0) 0.63
k=4 0.61 (0.0-87.1) 0.71 0.61 (0.0-88.2) 0.73 0.76 (0.0-96.0) 0.67 1.03 (0.0-100.3) 0.61
k=5 1.13 (0.0-124.7) 0.70 1.19 (0.0-126.0) 0.73 1.47 (0.0-138.9) 0.67 2.21 (0.0-149.0) 0.61

ble 3 shows the results of the comparison of the performances of
the birthmarks according to k for the four transformations of Jikes,
Jarg, Smokescreen, and ZKM. In the table, Time denotes the average
times taken to compare a pair of programs and the ranges. Because
the numbers and lengths of FPs grow as the value of k increases,
the comparison times also increase. In evaluating the AUC of F-
measure curve, the birthmark can be evaluated as effective when
AUC is higher than 0.50 and the AUCs of the experiments range be-
tween 0.61 and 0.73. On the whole, there are no significant differ-
ences in AUCs with respect to the value of k.

Fig. 4 shows the F-measure curves of the results shown in Table
3. The horizontal axis represents the variation of the threshold va-
lue €, which is the basis for determining whether or not two pro-
grams are in copy relation. The vertical axis represents the F-
measure value according to varying € values. With respect to the
four transformation methods, the variations caused by the value
of k are similar without apparent weaknesses. As the value of k in-
creases, the overall similarities between the programs decrease
slightly. As a result, the F-measure curves move slightly leftward,
while the AUCs increase to some degree. In considering the AUCs
and the distributions of F-measure curves, it was determined that
the value of k = 2 is a viable compromise between the time com-
plexity and the performance of the birthmark.
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5.4. Comparing with other static approaches

There are several static approaches for detecting cases of soft-
ware theft. Good examples are the birthmark of Tamada et al.
[43,44], the k-gram based birthmark [29,32], and the stack pattern
based birthmark [23]. The FP birthmark was evaluated and com-
pared with these three approaches. The FP birthmark was experi-
mented with k =2 as determined in the previous section, and
the penalty values for semi-global alignment were applied with
o =2 and gap = 1. Stigmata 1.1 [6] was used for the birthmark
of Tamada et al. and the k-gram based birthmark.

A person adept at ‘cracking’ software may modify or transform
an original program to hide the fact of software theft. Therefore, a
birthmark must be sufficiently resilient to aggressive program
modifications. In order to evaluate four approaches in such environ-
ments, combinations of several transformation methods were used.
The first modified version (JS]) was transformed in such a way that
the programs were consecutively transformed by Smokescreen and
Jarg after recompiling their source codes using the Jikes compiler.
The second modified version (JZ]) used the ZKM obfuscator instead
of Smokescreen. Ant and BCEL were used as benchmark programs,
and the experiment referred to in Section 5.3 was conducted with
these benchmark programs and their modified versions JS] and JZJ.
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Fig. 4. Comparison of F-measure curves of birthmarks with different k values.
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Table 4
Results of comparisons of FP birthmark with the previous birthmarks.

Ant BCEL

AUC Similarity (%) AUC Similarity (%)

T group F group T group F group

(a) Evaluation with the modification of JSJ
Flow path 0.57 74.7 (41.8-100) 3.9 (0.0-66.6) 0.61 74.7 (41.1-90.1) 3.0 (0.0-47.1)
Tamada et al. 0.16 39.8 (12.5-72.2) 10.2 (0.0-51.1) 0.33 56.8 (23.8-78.5) 11.0 (0.0-57.0)
k-gram 0.36 55.5 (34.4-76.9) 7.3 (0.0-47.3) 0.39 64.8 (48.8-80.5) 14.3 (0.0-57.0)
Stack pattern 0.32 74.0 (40.0-99.1) 14.5 (0.0-78.2) 0.47 72.5 (41.6-96.8) 8.8 (0.0-64.3)
(b) Evaluation with the modification of JZ]
Flow path 0.41 51.4 (9.2-86.7) 2.7 (0.0-73.7) 0.49 57.8 (20.0-85.3) 2.4 (0.0-52.8)
Tamada et al. 0.12 36.5 (14.5-70.8) 11.2 (0.0-52.4) 0.12 34.5 (8.9-67.6) 11.5 (0.0-67.7)
k-gram 0.33 46.0 (5.0-83.7) 5.6 (0.0-45.2) 0.42 52.7 (25.6-75.6) 4.6 (0.0-42.1)
Stack pattern 0.30 63.4 (16.8-97.2) 9.9 (0.0-75.4) 0.48 70.4 (35.5-98.6) 7.3 (0.0-67.5)

Table 4 shows the results of the experiments on the four differ-
ent birthmarks. The heading AUC shows the results of the F-mea-
sure curve analysis, while Similarity for each birthmark shows
the average similarities and their ranges according to the T group
and the F group. In a comparison of the T group and the F group,
to distinguish programs in copy relation more accurately, higher
differences can be evaluated as better. Fig. 5 shows comparisons
of the F-measure curves of the four approaches. With the birth-
mark of Tamada et al., the differences in the average similarities
between the T group and the F group ranged from 23.0% to
45.8%. The F-measure curves were located at the lowest areas
among four methods. The AUCs ranged from 0.12 to 0.33. The
birthmarks are dependent on comparisons of names of classes or
methods in programs. For example, used classes, inheritance struc-
tures, and sequence of method calls directly compare sequences of
names of classes or methods. In genuine class files that are not pro-
cessed by obfuscators or optimizers, the birthmarks can be used

with high reliability. However, through control flow obfuscation,
the order of method calls may be easily modified. Moreover, most
obfuscators and optimizers can reorganize class structures and
modify class names. These types of aggressive transformations im-
paired the birthmark of Tamada et al. much more than the others.

With the k-gram based birthmark, the differences in the average
similarities between the T group and the F group ranged from
40.4% to 50.5%. The F-measure curves were located in areas higher
than those found in Tamada et al. The maximum points of the F-
measure curves were located at high positions comparable to those
of the FP birthmark. However, the widths of the curves were nar-
rower. The fact that the maximum point of F-measure curve was
higher than those of others indicates that the birthmark distin-
guished the pairs of programs in copy relation more precisely at
that point. However, the maximum points can differ according to
the individual modification environments. Therefore, the maxi-
mum points in the experiments do not always comply with real-
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Fig. 5. Comparison of F-measure curves of FP birthmark with those of the previous birthmarks.
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world environments. A birthmark can be evaluated to be more
credible and resilient if its F-measure curve has the form of a wide
and even distribution that yields a high AUC value. The AUCs ran-
ged from 0.33 to 0.42, and the areas were smaller compared to
those of the FP birthmark. The k-gram based birthmark uses k con-
secutive opcodes in programs. Hence, it is susceptible to control
flow obfuscation and code reordering. However, the k-gram based
birthmark is considered to be more credible than the birthmark of
Tamada et al., as it compares the opcodes itself instead of superfi-
cial characteristics such as class names or method names.

With the stack pattern based birthmark, the differences in the
average similarities between the T group and the F group ranged
from 53.5% to 63.7%. The F-measure curves were located in the
more right regions compared to the prior two approaches. This im-
plies that the stack pattern based birthmark was more resilient
even after programs were modified by the transformation strate-
gies of |S] or JZ]. However, the widths and the heights of the F-mea-
sure curves were lower compared to the high resilience. This result
shows that different programs may not be discriminated with cred-
ible intervals. This is because similar stack patterns that are com-
posed of frequent stack instructions hinder the birthmark from
distinguishing different programs. The AUCs ranged from 0.30 to
0.48, and the performances undulated according to environments
where the birthmark was evaluated. For example, in environments
with BCEL modified by ]Z], the AUC was almost equal to that of the
FP birthmark. However, in the other environments, the AUCs of the
stack pattern based birthmark were no more than those of the k-
gram based birthmark. In our evaluation, this is because the stack
pattern based birthmark does not consider control flows of pro-
grams. When the control flows of programs are extensively modi-
fied by transformations, this method is affected like the k-gram
based birthmark.

With the FP birthmark, the differences in the average similari-
ties between the T group and the F group ranged from 48.7% to
71.7%. In comparison with the other approaches, the T and F groups
were located in a considerable distance from each other. The F-
measure curves were distributed in the wider areas, and the AUCs
ranged from 0.41 to 0.61, which were the highest values among
four approaches. Regardless of evaluation environments, the FP
birthmark showed more uniform performances compared to the
other birthmarks. These results are strong evidence that the pro-
posed birthmark is more effective and reliable than other birth-
marks in detecting programs in copy relation.

For practical use, it is important to decrease the number of false
negatives. This pertains mainly to the pairs in the T group, but the
similarities are lower than the threshold value. For such cases,
their bytecodes were investigated.

e First, it was noted that Smokescreen or ZKM decomposed a basic
block into several parts by adding bogus instructions with the
help of opaque predicates [8,15] which were always evaluated
as either true or false. When behaviors between two birth-
marks are matched, the behaviors in the decomposed parts of
the CFG cannot be fully matched to the behaviors in the CFG
of the original program. This issue is discussed in Section 6.1.

e Secondly, it was noted that program transformation changed the
sequence of bytecodes by means of instruction reordering. For
example, Smokescreen transforms the sequence of pairs of 1oad
and store instructions into the sequence of store instructions
after load instructions. As the FP birthmark compares the
sequences of bytecodes, the birthmarking method may be inef-
fective if the bytecode sequence has been reordered.

o Thirdly, it was noted that obfuscation changed a number of pat-
terns of bytecode sequences into explanatory expressions. Semi-
global alignment is an effective method of aligning sequences in
which heads or tails are modified or augmented. However, if the

inner parts of the sequences are modified, semi-global align-
ment is fragile, because the modified parts may yield penalties
for aligning the mismatched parts. For example, the bytecode
1dc can be changed to the sequence of getstatic, iconst_n,
aaload or getstatic, bipush, aaload. If the modification
occurs in the middle of the bytecode sequences, semi-global
alignment can fail to align the two sequences on account of pen-
alty values for aligning the mismatched bytecodes. In order to
overcome this defect, it is necessary to refine the alignment
algorithm by matching the patterns that can be transformed
by obfuscators.

o Finally, it was noted that different compilers generated bytecode
sequences differently. For example, the Jikes compiler changed
the order of flow directions by inverting the condition of condi-
tional branches.

These problems occurred due to the use of a method that com-
pared the sequence of opcodes directly.

6. Discussion
6.1. Maintaining basic block decomposition

The FP birthmark is based on the sequences of basic blocks. For
example, if k-FP is considered as a birthmark, the sequences of k
consecutive basic blocks reachable through control flow edges
are used for birthmarking programs. Therefore, if the basic blocks
of CFG are not altered, the FP birthmark shows very reliable results.
However, if program modification changes the structure of the ba-
sic blocks, e.g., by breaking a basic block into several parts or com-
bining several basic blocks into one basic block, the method may be
affected detrimentally and output unreliable results.

In cases in which several basic blocks are combined into one ba-
sic block, their flow-related basic blocks should be flattened out to
compose the basic blocks. Thus, the number of nodes in the CFG
and the code size increase. In this case, because the FPs generated
from the modified basic blocks overlaps with the counterparts of
the original basic blocks, the birthmark of the original program is
dominated by that of the modified program, which leads to a high
degree of similarity between the birthmarks. However, if one basic
block is decomposed into several parts, it is more difficult to detect
the software theft. The FPs generated from the decomposed basic
blocks may not cover the counterparts of their original basic
blocks, because decomposing one basic block reduces the span of
the FP related to the decomposed basic block. This mismatch leads
to a low degree of similarity, as described in Section 5.4. To allevi-
ate this shortcoming, it is necessary to increase the span of the FPs
related to the modified basic blocks. For this purpose, extending
the value of k into k + o for some lookahead value o can be consid-
ered. In other words, the problem can be mitigated by comparing
the k-FP birthmark of original program with the (k + o)-FP birth-
mark of suspected program.

6.2. Comparing with a dynamic approach

Dynamic software birthmarking is an approach that extracts
birthmarks from run-time behaviors as the program is executed.
Dynamic approaches are dependent on run-time environments,
such as the inputs, user interactions, or run-time traces. So, they
cannot characterize the overall aspects of programs; rather, they
characterize only a slice of the program execution. When investi-
gating the theft of an entire program, detection may be accom-
plished easily by summarizing the run-time behaviors extracted
from all of the traces. On the other hand, when investigating the
theft of libraries or modules, the detection is more complicated be-
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cause libraries or modules typically are partly contained in an en-
tire program. The concerned parts may be embedded as some parts
of the birthmark of entire program. If the suspicious modules are
much smaller as compared to their complete program, it may be
difficult to extract the birthmark of the concerned parts, because
the run-time trace of the program may not be controllable. More-
over, it is possible that the birthmark does not reflect the affected
parts at all. Thus, to detect the theft of modules through dynamic
approaches, it is essential for the author to grasp the details of
the stolen modules.

In experiments on a dynamic birthmark by Schuler et al. [42],
several XML parsers were compared with each other. To parse
XML documents, XML parsers commonly use the SAX interface, a
part of the Java API. Although XML parsers share the SAX interface
in common, the degree of similarities between these programs is
not high because the portions of the shared modules are much
smaller compared to the size of the complete programs. For this
reason, to evaluate detection capability of library theft, their exper-
iments involved comparing the birthmarks of the library them-
selves with the birthmarks of the programs that contain the
library. Because library modules generally do not run as a stand-
alone program, the main routine requires invoking the library to
extract the birthmark from the modules. For this purpose, the
author should know precisely which library modules were stolen;
moreover, it is important to ensure that the run-time environment
of each instance is identical. This circumstance requires additional
efforts to detect library theft when using dynamic approaches.
Moreover, in cases in which a program is obfuscated, it may not
be feasible to manage the run-time environments. Therefore, dy-
namic approaches have several limitations that prevent them from
being widely applied in real-world environments.

Static software birthmarking is performed by investigating the
program itself. In cases in which libraries or modules are stolen
in other programs, this type of birthmark can freely explore the
suspected parts of the programs and compare the birthmarks. For
example, in experiments by the authors that compared the XML
parsers [24], most of the shared modules in Piccolo and Crimson
had higher levels of similarity, indicating that they were in copy
relation, although the two programs shared different versions of
the relevant libraries.

6.3. Considering FPs with larger value of k

The FP birthmark is performed by comparing sequences of
reachable basic blocks in the CFGs of programs. With the large va-
lue of k, the precision of the FP birthmark can be improved, how-
ever, the recall of the birthmark deteriorates. For more accurate
results of this approach, it is important to maintain the number
of FPs and their lengths effectively. As the value of k increases,
the comparison time increases exponentially, because the number
of covered basic blocks conforms to the k. When the value of k in-
creases to be very large, two problems may arise.

e For simple programs without loops, the number of FPs drops to
zero when there is no more basic block to traverse.

e For complex programs (especially with sequences of conditional
branches), the number of FPs grows exponentially as the k
increases.

The first problem may be solved by using full sequences from the
beginning to the end of programs although the length is less than k.
This is similar to the approach of the full trace birthmark [33]. How-
ever, the second problem is much more challenging. Because the
exponential increase of FPs is mainly caused by serial composition
of conditional branches, the explosion problem is unavoidable if the
value of k is very large. However, restricting the iteration number of
loop structures may help to alleviate the problem.

For loop structure of a program, two aspects of the FP birthmark
conflict with each other. Loop structure is an important character-
istic of programs because programs can be differentiated according
to the existence of loop structures. However, the iteration of loops
may cause excessive increase of the number of FPs and the lengths
as the value of k increases. If the value of k is reasonably small, it
may be more favorable not to restrict the number of loop iteration
for maintaining the identity of programs. On the other hand, if the
value of k is much larger than some acceptable value, the number
of loop iteration should be limited to a fixed number to reduce the
repetition of duplicated sequences. Although restriction on the
number of loop iteration cannot clear up the explosion problem,
it may reduce the number of FPs considerably.

In our prior evaluation in Section 5.3, there was no satisfactory
improvement on the AUCs although the value of k increases. How-
ever, the comparison time increased noticeably. Therefore, for
practical approaches for detecting software thefts, it is favorable
to maintain the value of k as small as possible.

7. Conclusion and future work

Software is intellectual property that must be protected against
theft. However, the incidences of software theft increase every
year. To detect cases of software theft, there have been several
investigations of software birthmarks. A software birthmark can
be used to identify the origin of software by comparing the inher-
ent characteristics of the program. This paper proposes a method of
detecting the theft of Java programs through analysis of the flow
paths of the program, specifically of the FP birthmark. Flow paths
refer to the sequences of basic blocks that are connected by the
edges of the CFG of a program; they represent the possible flows
of operations upon execution of the program. They are also known
as the behaviors of the program. The semi-global alignment was
used to align two behaviors in each program, and the similarity be-
tween two programs was calculated by determining the set of the
most similar pairs of behaviors in the two programs.

To measure the two properties of credibility and resilience, the
proposed birthmark was evaluated with respect to precision and
recall, and the F-measure curves were then analyzed. The proposed
method was also compared with the earlier approaches of Tamada
et al., the k-gram based birthmark, and the stack pattern based
birthmark. Experimental results showed that the proposed birth-
mark was a more effective measure for detecting programs in copy
relation, even in cases where programs had been aggressively
modified. In addition, it is decisively shown here that the proposed
method can lessen the time and effort required for manual reverse
engineering in the identification of software theft. Because the FP
birthmark can be applied to the algorithmic structures of a pro-
gram, this method can also be used to detect the theft of the li-
braries or modules used in a complete program. The proposed
method may be ineffective if the basic blocks have been decom-
posed or if the instructions in programs are reordered or changed
via modifications. In a future work, the authors plan to improve
this method by refining the alignment algorithm and by analyzing
the control flows of programs.
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